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FERPA & Directory Information

Overview

The Family Educational Rights and Privacy Act (FERPA) is a federal law that protects student
education records and governs how colleges and universities handle student information. As a
faculty member, you play a key role in safeguarding student privacy and complying with FERPA
requirements. It is your responsibility to support the full policy, available at ct.edu/policies or
at the QR code to the right.

© What are the Education Records
that need to be protected?
« Education Records include any information directly related to an enrolled student and maintained by

the institution (e.g., grades, transcripts, advising notes, emails, digital records, photographs, etc.).

« Personal notes retained as a personal memory aid and not shared with others are excluded from the
definition of education record and are not subject to the controls of FERPA.

© What are some ways FERPA requires
protection of Education Records?

« Consentis required: FERPA requires that educational institutions obtain a student's
written consent before their education records are shared with anyone. Written
consent has a specific definition under FERPA, available at studentprivacy.ed.gov.
or at the QR code to the right.

« Exceptions to consent requirement: There are exceptions to the specific
requirement for written consent which support academic operations including these.

» Legitimate Educational Interest: Institution employees with a professional
need for education records may access education records without consent. As a faculty
member, you may access academic records of students in your classes; however, you may
not have authorization to access records of students for whom you are not professionally
responsible even if you have access to their information through an institution tool or
application. Self-restraint is necessary.

« Directory Information: Education records that are identified as ‘Directory Information” in the
CSCU policy may be shared without consent unless a student has formally opted out of this
allowance. Always verify opt out status before sharing.

« School Officials: Institutions may share data with other organizations, such as vendors or
organizational partners, under certain conditions. These typically require a contract or written
agreement.

continued-

Questions? contact your registrar or the CSCU Data Privacy Officer at CSCU-DataPrivacy@ct.edu



https://www.ct.edu/policies/family-educational-rights-and-privacy-act-ferpa-notice-and-directory-information-policy
https://studentprivacy.ed.gov/faq/what-must-consent-disclose-education-records-contain 
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What are some ways FERPA requires protection of Education Records? (continued)

» Student rights: FERPA gives students rights to their education records. Employees of CSCU institutions
are expected to support these student rights. FERPA rights apply to high school students regardless
of age who are taking dual credit college-level courses at their high school or at the postsecondary
institution. Contact your institution registrar for guidance on processes related to these rights.

« Access: Students can inspect and review their education records within 45 days of request.
Parents do not have a right to student records without student consent.

« Amendment: Students may request corrections to inaccurate or misleading records. This right
does not include grade corrections.

« Consent: Students have the right to provide written consent before their personal identifiable
information (Pll) is disclosed unless there is an applicable FERPA exception.

e Opt-Out: Students can opt out of having their directory information shared. Faculty should
respect these requests and check with the registrar if unsure.

e Complaint: Students can file complaints with the U.S. Department of Education.

© Faculty Responsibilities

» Protect Privacy: Do not share grades or student information publicly (e.g., posting grades by name or ID).
« Handle Records Securely: Store student records securely; do not leave sensitive information unattended.

» Respond to Requests Properly: Direct students to the registrar for record access or amendment
requests.

» Report Incidents: Immediately report suspected or known breaches of student records to your campus
Information System Security Officer (ISSO) and CSCU Information Security Program Office (ISPO) at
security@ct.edu.

» Use Al carefully: Do not upload student education records into generative Al (GAI) tools unless the tool
has been approved for the specific purpose by institution technology and security staff. (e.g., Student
information put into GAl must be entirely unidentifiable.)

O Common Faculty Scenarios

» Application Access: Only access information about students for whom you have a legitimate
professional responsibility.

» Letters of Recommendation: Get written consent before including non-directory information (e.g.,
grades, performance).

» Class Rosters/Email Lists: Treat as confidential; do not share outside authorized channels. (e.g., Use
“bee!”, blind copy, for students in a group distribution.)

o Student Work: Do not post student work publicly without consent.

» Emergency Situations: You may share information with appropriate campus officials if there is a health
or safety emergency (e.g., campus Dean and or President).

Questions? contact your registrar or the CSCU Data Privacy Officer at CSCU-DataPrivacy@ct.edu
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